JACTPAXOBATEJIHA KOMMAHMA

JIEB NHC ALl

Hve He cnenBawme, a n3npeBapBame CbbuTmnatal




BALIETO CNOKOMCTBUE
B ANTUTANIHATA GPEfIA
E CYBER OF MEDICAL LINE



SAMJIAXWTE
3A KWBEPGHI'YPHOCTTA

3annaxmuTe 3a KM6epCUrypHocTTa ce yBeM4yaBaT C USKJIIOYUTENTHO
6bp3u TemMmnose!
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3ﬂpaBeor|a3BaHeTo,neqe6HMTe 3aBedeHnd M MedUMMHCKHNTE UeEHTPOBE
BCe MNOo-4eCTO CTaBaT UeJ1 Ha XaKepunrte.

[Mpe3 2022 rogmMHa Kmbep NpecTbMHOCTTa B TO3M CEKTOP Ce e yBenm4imna
c uenmn 12,5 %.
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CbXPAHABAHETO HA WUHOOPMALIUA

C'bXpaHS:IBaHeTO Ha 4Y4yBCTBUTEJ1HA l/IHCIDOpMaLI,l/IS:I N NMNYHM OaHHWM Bu
MNPaBAT XXeJlaHa MNLUEHaAa.

YBeNMYaBaHETO Ha OUNTUTaNM3aumnaTa B CUCTEMUTE 33 CbXpaHEHNE Ha

HOoCNeTa Ha NauneHT™ ™ M Ha KOMYHUKaUMNOHHNTE KaHal1N, HOCHT CbC cebe
CU rojieMu1n pmncKoBe.
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KOW CA HAN-YECTUTE
KWbEP ATAKWN B
MERWLIWHCKWA CEKTOP?

DOULLVHI
MoykeTe ga nonyydmte mMMenn Ccbe 310BpeaHa nHdopMaLma.

ATaKa 3a oTKa3 3a goctbn (Denial of Service)
CuncteMumte Bm MoraTt ga 6boaTt ToTaiHO 6/TOKMpaH .

N3TMyaHe Ha AoaHHU

Manku, cpedHn Ui roreMm CTpyKTypn, KONTO CbXPaHABaT OaHHWN,
MOIaT CepPMO3HO AOa NMocTpadar.

Manyep
MoXKe Oa paspyLm cmctemMmmte B,

BCUYKU ropenocovyeHn AeCTPYKTUBHU OEMHOCTU MoraT Aa nonpeyaTt Cepuo3HO Ha
dyHKUMOHUPAHETO Ha bu3Heca Bu n pa poseaart oo mHaHCcCoBM 3aryébm, cbpebHu
UCKOBe, KpaXXx6a Ha JaHHU U Aap.

[a He roBopuM 3a nocriegmumnTe 3a penyrauusaTa BW.
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KAK TTOMATAME HWE?

Oby4dyeHMe Ha CAyYKUTenute - 3a KMOep-CUMNYPHOCTTa Ham-Ba)XHO e
oby4YeHMeTOo, 3aLL0TO elHa YOBELLKa MpeLlKa MOoyKe Aa JoBeae 0 peanua
HeraTMBHM nocneguum 1 3aryomu.

CoodTyepHM peLueHUus

be3zonaceH MHTEPHET e MnpuioXeHme 3a 6VI3H€CVI, KOETO OCUTYPHABA
3dllTa Cpelly MalJlyebp.

SIEM - Security Information and Event Management- MOHUTOpPMPaHe Ha
MPOLECHN B peaslHO BpeMe 3a CBOEeBPpeMEeHHa peaKUMa Ha 3ariaxu.

EDR - Endpoint Threat Detection and Response - Ta3m ycnyra Bwu
OCUIypPsBa 3acK/IeHa CUNYPHOCT M BUOAMMOCT Ha BCUYKUM KPaMHW TOYKU B
KOpropaTMBHATa MpeXKa, 3aeHO C MOLLIHAa 3aLUuTa.

SafeMail - o6avuHm ycnyrm n duntpumuaa, Komto gaBaTt 99.97% 3almTa oT
cCraM N BUPYCKH, KOHTPOST Ha ayTEHTUPUKALUUA, CKaHUPAHE Ha M3Xoa.

EP - Managed Endpoint Protection - LignocTtHa Manyep 3allmTa, KOATO
Pa3Mo3HaBa M OIOKMpPa KMbep 3ansaxm M OencTBa MNPeBaHTUBHO KaTo
MHTEerpmpaHo end-to-end pelleHne.
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OanT Ha MHPOPMALUMOHHATa B CUIypHOCT, KOMTO € cneumanHo rniaaHunpaH
3a Bawma cekTop. PasnonaramMe ¢ HageXaeH MHCTPYMEHT 3a aHanuM3 Ha
PUCKa — HALLUAT co6CTBEH LIeHTDbp 3a KM6epCUrypHocT.

Hue marorBamMe LA0CTEH MepCOoHanM3npaH 3acTpaxoBaTeleH MakeT KaTo
MHTErpupaMe TEXHUYECKUTE peLUeHUd, KOUTO OTroBapAT Ha HY»XOUTe U
noTtpebHocTnTE BU.

Hue cMe 3acTpaxoBaTe/iIHa KOMMaHMa ¢ Haa 25 roguHm onuT.

HawuaT npoayKT € pa3BUT CbBMECTHO C Ton eKcnepTtu B cdepaTta Ha
Kn6epcuUrypHocTTa B CBeTOBeH MaLlab. Hue cMe Ha pasnono)xeHue 24/7,
npenocrtaBaAUKU By 3 HUBA Ha peaKLuUS.

He Ha nocneoHo MACTO, HMe BW npe3acTpaxoBamMe 3a CTOMHOCTTa Ha
Mb/IHOTO MOKPUTUME Ha BaluuTe 3arybu/pasxogmn. Hal npesacTpaxoBaTeneH
NapTHbOP € TPETUAT MO rosieMmHa B CBeTa npesacTpaxoBaTtesn - Hannover Re.
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HALLWTE NPEANMCTBA

* OAMUT Ha MH(I)OpMaLI,MOHHaTa CUTYPHOCT,

* MHAUBUAYASTHO MNpPepIoXKeHue;
e cobcTBeH LleHTbp 3a CurypHocT (Security Operations Center-SOC);
e Mpe3acTpaxoBaHe;

e ropeula tenedoHHa NNHUS;

e KOHCYNTUPAHE U pa3cnenBaHe;

e MOKPUTUE KbM TPETU CTPaHU
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HWE SAJABAME TERAEHLIMATE
B Cb3[IABAHETO HA PELIEHKA
3A KWBEPGHUI'YPHOCT




bJIAT 0[IAPUM BW!
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