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MHcTanunpaHe Ha codpTyepHO npunoxeHue - SIEM

7 HCTPYKUUU 3a KITMEHTU

|. MuHumanHu Cuctemu U3nckBaHus:
1. NET Framework 4.0+;
2. Windows 7 x64+;
3. Windows 7 obHoBeH o KB3033929 n KB2533623;
4. [1BysiapeH npouecop;
5. 2GB onepaTtnsHa nameT (RAM).

[I. UHCTPYKUMM 32 HCTanauus:
1. OTBOpETE NMHKa NpeaoCTaBeH B MMeWna, 3a Aa U3Ternute NpunoXeHeTo.
2. PasapxuBunpanTte npunoXxeHMeTo, KOeTo U3TErNMXTE OT JINHKA.
3. C pecHua 6yTOH Ha MuLKaTa HaTUCHeTe Bbpxy "Sparkguard-SIEM-Agent-

Installer-X.X.exe" n nsbepete onumara “UUsnbnHu KaTo agMUHUCTpPaTOpP*

Name Size Dz
Rl Clearnet_agent_installer-1.2.exe 25667KB 23
Open
) Run as administrator
= File Information
-~ Force Delete
Open with Sublime Text
& SkyDrive Pro >
Troubleshoot compatibility
Pin to Start
Pin to Start menu (Open-Shelll
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4. CodpTyepHOTO NpUoXeHue e ce 3apeau Ha ekpaHa Bu, cnep koeto cneaBa aa
NnonbNHUTE UMETO Ha rpynarta Ha BawaTta opraHusaums, 3a fa Moxe [ia ce CBbpXeTe
KbM 0b6nayHus MeHmxabp. MiMeTo Ha rpynata Ha BawaTta opraHmsaumnsa moxeTte ga

HamepuTe B nMmenna, KOnTo nonyynxTte B NbpBaTa CTbliKa.

% Setup - Sparkguard SIEM Agent version 1.2

Sparkguard SIEM Agent settings

Please spedify the settings as per instructions given CyberLev

SIEM Agent Settings

SIEM Server Node:
|0f8 1e7c06665.cdoud.wazuh.com

Server Node Password:

IokVHJjM6o7SHe|thucvaGhogB78x9p

SIEM Group name:

5. Cnepn kaTo nonbnHUTE HeobxoanMaTa MHdopMaLus, Monsa HaTUCHETe ByToHa

Next >
_ , 3a da NpucTtonnTe KbM cregBallina eTan Ha MHCTanauunaTta.

6. NoTBbpAOETE, Ye uckate aa uHctanupate naketa SIEM Agent un nsvakante 20

CeKyHau, 3a Aa 3aBbpLinTe NMHCTarmpaHeTo.

7. 3a pa nposepute gann nHctanaundaTta e buna ycnelwHa cneasa ga notsbpanTte

CnegHoTo:
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v B npo3opela 3a npouecute Ha KoOMNTbpa NoTbpceTe 3a 0SSec-agent.exe

i8d Task Manag

File Options View

Processes Performance App history Startup Users Details Services

~

Name Status
~ 7 & NVIDIA Driver Helper Service, Version 368.39

[ NVIDIA Settings
B NVIDIA User Experience Driver Component

> & ossec-agent.exe (32 bit)

[#:] PaperPort Print to Desktop for NT (32 bit)

v B nposopeua 3a cbpBucu/ycnyrm 3a Sysmon

1% Task Manager - a X
File Options View
Processes Performance App history Startup Users Details Services
=

Name PID Description Status Group A
5 SNMPTRAP SNMP Trap Stopped
“ Spooler 2392 Print Spooler Running
S sppsve Software Protection Stopped
54, SSDPSRV 3544 SSDP Discovery Running LocalServiceA...
4 SstpSve 1448 Secure Socket Tunneling Protoco...  Running LocalService
(4 StateRepository 2140 State Repository Service Running appmodel
£ stisve Windows Image Acquisition (WIA)  Stopped imgsvc
54 StorSvc Storage Service Stopped LocalSystemN...
S svsve Spot Verifier Stopped LocalSystemN...
i swprv Microsoft Software Shadow Copy... Stopped swprv
L4 SynTPEnhService 2796 SynTPEnh Caller Service Running

smon 10136 Sysmon Running
4 SystemEventsBroker 936 System Events Broker Running DcomLaunch
£ TabletinputService Touch Keyboard and Handwritin...  Stopped LocalSystemN...
&4, TapiSrv Telephony Stopped NetworkService
£ TermService Remote Desktop Services Stopped NetworkService
& Themes 1808 Themes Running netsves
“ TieringEngineService Storage Tiers Management Stopped
L+ tiledatamodelsvc Tile Data model server Stopped appmodel
4 TimeBrokerSve 1328 Time Broker Running LocalServiceN...
+: TokenBroker 1808 Web Account Manager Running netsves
S TrkWks 1184 Distributed Link Tracking Client Running LocalSystemN...

5 Trustedinstaller —Windnwes Maodules Installer Stonned i <
Fewer details | 5 Open Services

8. B cnyuaii, ye ossec-agent.exe unvu Sysmon nuncea ce obageTe Ha LeHTbpa 3a

obcnyxBaHe Ha knneHTn Ha Knbep YaH:
v/ 02 4049 840
unu usnpameme e-mail Ha:

v infosec@lev-ins.com



